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Motivation

• LoRa is being widely adopted for IoT and smart city services

• Opensource LoRaWAN S/W implementation is leveraged to have LoRa
interworking

• This tutorial evaluates how to connect oneM2M with LoRaWAN
network configuration and installation
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Prerequisites

• H/W
• Raspberry PI 3 b+ or 4
• LoRa Gateway RF Module(RHF0M0301-915MHZ)

• S/W
• Node.js
• Visual Studio Code

• https://code.visualstudio.com/download

• Rspberry PI OS (HypriotOS)
• https://github.com/DieterReuter/image-builder-rpi64/releases

• LoRa_IPE Source
• https://github.com/IoTKETI/Lora_IPE.git

https://github.com/DieterReuter/image-builder-rpi64/releases
https://github.com/IoTKETI/Lora_IPE.git
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LoRa Communication and
ChirpStack Network Overview
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LoRa Communication

• LoRa Alliance Overview
• LoRa Alliance sets LoRaWAN standard

• Defines physical communication technology 
and software protocol/architecture for long 
distance and low power communication

• More than 400 companies are involved in the 
alliance

• Large companies such as Amazon, Alibaba, 
Cisco, and SemTech participate as sponsors
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LoRa Communication

• LoRa technology overview

• Chirp Spread Spectrum (CSS)-based Spread Spectrum Modulation Technique for Low 

Power Long Distance Communication

• Modulation is a technology about how to send and receive digital signals by converting them into 

analog signals

• Uses CSS method that supports long distance communication while having efficiency similar to the 

existing Frequency Shift Keying (FSK) method for low power communication

• The CSS method has already been used for a long time in the military or space industry, but LoRa 

is a technology that commercialized it
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LoRa Communication

• Communication standards by country
Modulation

Bandwidth 
[kHz]

Channel Frequency
[MHz]

FSK Bitrate or 
LoRa DR / Bitrate

NB Channel Duty Cycle

EU868 LoRa 125 868.1/868.3/868.5
DR0 to DR5
/ 0.3-5 Kbps

3 < 1%

US915

CN779 LoRa 125 779.5/779.7/779.9
DR0 to DR5
/ 0.3-5 Kbps

3 < 1%

EU433 LoRa 125 433.175/433.375/433.575
DR0 to DR5
/ 0.3-5 Kbps

3 < 1%

AU915

CN470

AS923 LoRa 125 923.2~923.4
DR0 to DR5
/ 0.3-5 Kbps

2 < 1%

KR920

IN865 LoRa 125
865.0625/865.4025/865.9

85
DR0 to DR5
/ 0.3-5 Kbps

3 < 1%

RU864 LoRa 125 868.9/869.1
DR0 to DR5
/ 0.3-5 Kbps

2 < 1%
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LoRaWAN

• LoRaWAN
• Defines the protocol and system architecture required for actual communication 

based on LoRa technology

• Also includes LoRa communication technology
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LoRaWAN

• LoRaWAN Class
• Three class definitions in which the data receiving section is set differently according to

the requirements of the terminal

• Class A (basic class, all LoRa terminals must support class A)

• Data can be received only when the terminal uploads data to the gateway

• It operates at the lowest power, and it is impossible to receive only without uploading

• Class B

• Data can be received at predetermined times other than the data receiving section of Class A

• Receive beacon messages for time synchronization with the gateway

• Class C

• Data can always be received except when uploading data

• Communication latency is the fastest, but power consumption is high
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LoRaWAN

• LoRaWAN Architecture

source: https://tech-journal.semtech.com/understanding-the-lorawan-architecture
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ChirpStack Network

• What is the ChirpStack network stack?
• Open source platform that supports LoRaWAN network configuration to provide LoRa-

based services
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ChirpStack Network

• ChirpStack Network Architecture
• LoRa gateway bridge, LoRa network server, and application server support network 

configuration required for LoRa-based services

source: https://www.chirpstack.io/project/architecture/
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ChirpStack-based Device 
Interworking practice
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LoRa Gateway Configuration

Raspberry Pi

LoRa Gateway S/W

ChirpStack Application Server

Data 
Transceiver 

S/W

LoRa Device

ChirpStack Gateway Bridge

ChirpStack Network Server

IPE

oneM2M Platform

oneM2M App

• ChirpStack-based device integration scenario
• Configure gateway/server based on ChirpStack on Raspberry Pi

• Writing LoRa data transmission/reception program based on ChirpStack API on 
Raspberry Pi

• Register LoRa terminal to perform data transmission/reception test
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LoRa Gateway Configuration

button

• LoRa Device(GPS Tracker)
• When the button is pressed, GPS information is transmitted

• Support LoRaWAN v1.0.1

• Join Request transmission possible with reset button

• Supports communication up to several KM

• GPS Tracker receives the downlink but has no any data to process
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LoRa Gateway Configuration

• LoRa Gateway hardware environment
• IMST IC880a LoRa Gateway board supports 915MHz and operates with the following 

devices

• Raspberry Pi 3B+

• LoRa Gateway RF Module(RHF0M0301-915MHZ)

• 5V Pin(2ea)

• 915MHz Antena
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LoRa Gateway Configuration

• LoRa Gateway software environment

• Basic environment configuration of HypriotOS

• > sudo apt-get update

• > sudo apt-get install gcc

• > sudo apt-get install make

• > sudo apt-get install build-essential

• > sudo apt-get install git
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LoRa Gateway Configuration

1) Serial Peripheral Interface

• SPI1) Interface Activation (1)

• In order to use the Lora Gateway board, SPI must be activated

• Install the tool for configuration hypriotOS

• cd /tmp

• sudo apt-get install -y alsa-utils

• wget http://archive.raspberrypi.org/debian/pool/main/r/raspi-config/raspi-
config_20200226_all.deb

• dpkg –i raspi-config_20200226_all.deb(If an error occurs, input the following command)

• apt --fix-broken install

• sudo apt-get install raspi-config

• Sudo apt-get install raspi-config
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LoRa Gateway Configuration

• SPI Interface Activation (2)

• How to SPI activation

• > sudo raspi-config

• [5] Interfacing options -> P4 SPI -> yes
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LoRa Gateway Configuration

• LoRa Gateway software install (Native)

• This LoRa Gateway software is open source and supports ic880a board

• Install process

• git clone -b spi https://github.com/ttn-zh/ic880a-gateway.git ~/ic880a-gateway 

• > cd ~/ic880a-gateway

• > sudo ./install.sh 

• spi ->N  (user don’t need any other setting)

• After Install gateway software, It will reboot automatically 

• > sudo ./install.sh spi 

• Execute the command, Gateway ID is displayed such as B827EBFFFECEB4C9

• This Gateway ID will be used when registering with the Lora server



© 2020 oneM2M

• LoRa Gateway software configuration (1)

• configuration/rpi_ttn_gateway/local_conf.json 

• Input the gateway_ID

• This command can change the gateway ID

• > sudo ./change_gwid.sh start local_conf.json

LoRa Gateway Configuration
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LoRa Gateway Configuration

• LoRa Gateway software configuration (2)

• configuration/rpi_ttn_gateway/global_conf.json

• Change the ‘server_address’ to 127.0.0.1

• Lora device data transmitted to that server

• serv_port_up is uplink message port and serv_port_down is downlink message port

• ChirpStack gateway bridge listen to 1700 port of localhost
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LoRa Server Configuration 
using ChirpStack

• ChirpStack Install (1)

• ChirpStack supports Docker image and docker-compose file
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LoRa Server Configuration 
using ChirpStack

• ChirpStack Install (2)

• docker-compose.yml is not include Gateway S/W

• Therefore, integrate the gateway S/W into the docker-compose.yml file

• Note the location of the configurations (JSON files below)
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• ChirpStack Configuration (1)

• Gateway bridge configuration

• Gateway bridge receive the message from 1700 port and transmit localhost using MQTT

• If you want detail, follow the URL(https://www.chirpstack.io/gateway-bridge/install/config)

LoRa Server Configuration 
using ChirpStack

https://www.chirpstack.io/gateway-bridge/install/config
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LoRa Server Configuration 
using ChirpStack

• ChirpStack Configuration (2)

• Network Server Configuration

• Input postgres and redis address for data storage

• Frequency band input

• In Korea, use ‘KR_920_923’

• Input receive message server at gateway bridge

• MQTT of localhost
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• ChirpStack Configuration (3)

• Application server configuration

• JWT key (jwt key is using for application server and security)

• Get new JWT key using the command

• New JWT key input application server config file

LoRa Server Configuration 
using ChirpStack
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LoRa Server Configuration 
using ChirpStack

• ChirpStack Application server configuration (1)

• Run LoRa and access app server(http://[ChirpStack IP]:8080) using command

• > docker-compose up –d

• Add Network-servers and input network server name

• This practice don’t use Gateway Discovery and TLS Certificates
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LoRa Server Configuration 
using ChirpStack

< Lora frequency band table >

• ChirpStack Application server configuration (2)

• Add profile from Gateway-profiles

• KR920-923 frequency band use 3 channel

• Input 0, 1, 2 at Enabled channels

• Input the network server name
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LoRa Server Configuration 
using ChirpStack

< Lora Standard table >

• ChirpStack Application server configuration (3)

• Add profile from Service-profiles

• Minimum/Maximum allowed data-rate

• Define LoRaWAN Standard table

• Input 0, 5
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LoRa Server Configuration 
using ChirpStack

< Lora Max EIRP table >

• ChirpStack Application server configuration (4)

• Add profile from Service-profiles

• LoRa version is 1.0.0

• Regional Parameter is B

• Max EIRP follow the standard → 14

• Check ‘Device supports OTAA
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• ChirpStack Application server configuration (5)

• Add gateway from Gateways

• Gateway_ID is the Gateway ID used when setting the gateway S/W

• Other parameters can find in the list

LoRa Server Configuration 
using ChirpStack
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LoRa Server Configuration 
using ChirpStack

• ChirpStack Application server configuration (6)

• Add application from Applications

• Service-profile can find in the list
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• ChirpStack Application server configuration (7)

• Choose the KETIApplication on the Applications list and add the device

• Device EUI is 00 00 00 00 00 00 02 XX(GPS Tracker EUI)

• XX can find from the back of device 

• Device-profile can find the list

LoRa Server Configuration 
using ChirpStack
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LoRa Server Configuration 
using ChirpStack

• ChirpStack Application server configuration (8)

• KETIDevice configuration

• Input Application Key for OTAA

• That key value can find device data sheet

• GPS Tracker application key(1234567890abcdef1234567890abcdef)

• Ignore Gen Application Key
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LoRa Server Configuration 
using ChirpStack

• ChirpStack Application server configuration (9)

• The Frequency of KR920-923 follow this table
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LoRa Server Configuration 
using ChirpStack

• How to use ChirpStack REST API (1)

• http://[ChirpStack IP]:8080/api
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LoRa Server Configuration 
using ChirpStack

• How to use ChirpStack REST API (2)
• For authorization, call the Login api and check the JWT Token 
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LoRa Server Configuration 
using ChirpStack

• How to use ChirpStack REST API (3)

• Input JWT TOKEN at upper right of API webpage
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LoRa Server Configuration 
using ChirpStack

• How to use ChirpStack REST API (4)
• ex: get device Information

• GET /api/devices/

• Example Value

• Input Parameters

• Click Try it out! button



© 2020 oneM2M

LoRa Server Configuration
using ChirpStack

• How to use ChirpStack REST API (5)
• ex: get device Information

• Check Curl command

• Request URL

• Check Response Body

• You can find Device information
such as devEUI and name
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LoRa – oneM2M IPE 
development practice
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LoRa – oneM2M IPE Architecture

LoRa Gateway MobiusLoRa
Device

LoRaWAN Server LoRa IPE

Packet
Forwarder

Data upload

Send
Ack & command

LoRa
Network 

Server

LoRa 
Application 

Sever

M
Q

TT

Lo
R

a 
G

at
ew

ay
 B

ri
d

ge

MQTT
Broker

(PUB/SUB)

Data upload

Send
Ack & command

Data uploadData upload

Send command Send command



© 2020 oneM2M

oneM2M resource design of LoRa
network

• CSE => Mobius

• AE => LoRa_IPE(Name)

• Container => Device_name,up,down

• ContentInstence => LoRa Device Data

IN-CSE

LoRa_IPE

Device_name

up

down

Data

Data

...

Data

Data

...

Device_name

up

down

Data

Data

...

Data

Data
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IPE working scenario

• Uplink
• First, IPE call resource creation request in oneM2M platform using API
• Next, if the resource has been deleted, create it again (e.g. subscription )
• IPE access to MQTT server and register topic for receive any event
• IPE maps the data received from LoRa server, convert to oneM2M API, and saves it in 

the platform

• Downlink
• The timing at which Downlink messages are delivered is different for each LoRa 

communication Class
• IPE Downlink supports two ways

• The first method is to deliver a downlink message when an uplink occurs in the LoRa device
• The second method is to immediately receive and process downlink from the device when a 

downlink occurs
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oneM2M-LoRa IPE Overview

• oneM2M-LoRa IPE S/W setting
• LoRa IPE working the role of delivering the data received from the lora server to the 

oneM2M-based platform
• https://github.com/IoTKETI/Lora_IPE.git

• oneM2M-LoRa IPE configuration

• app.js : Main

• conf.js : IPE host and ae name setting

• Sensor list :  Lora Device EUI list

• MobiusConnector.js : Mobius API 

• Package.json : List of node module required when the IPE working

https://github.com/IoTKETI/Lora_IPE.git


© 2020 oneM2M

oneM2M-LoRa IPE Overview

• oneM2M-LoRa IPE S/W setting
• In conf.js file set CSE address, port, AE name, LoRa 

Server address and port base on oneM2M

• CSE set onem2m platform information and AE set IPE 
information for connect with LoRa server
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oneM2M-LoRa IPE Overview

• oneM2M-LoRa IPE S/W modifications
• S/W modifiable list

• App.js : User can modify Interworking function with 
oneM2M platform and add other functions

• Sensor list : Add LoRa Device
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Installation oneM2M-LoRa IPE

• Install required node modules
• Install the required node modules using the following command:

• > npm install
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oneM2M-LoRa IPE Interworking

• Start oneM2M-LoRa IPE
• Start using the following command:

• > node app.js
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oneM2M-LoRa IPE Interworking

• Check the data uploaded to the oneM2M platform through Postman tool
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oneM2M-LoRa IPE 
Interworking

• Uplink LoRa Device data uploaded to oneM2M platform



© 2020 oneM2M

oneM2M-LoRa IPE 
Interworking

• Downlink LoRa Device data through oneM2M platform


